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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Addressees:
 Local administration and decision makers

Objectives of the assessment framework:

« ldentification and location of municipally relevant ClI
* Uncover mutual dependencies

« Uncover responsibilities (including overlaps/gaps)

« Positive side effect: building personal contacts, trust
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Elements of the manual/assessment methodology:
. Step 0: Preparation
. Step 1: Identification of critical infrastructures at the local level
Step 1a: Identification of Cl assets at the local level (Cl inventory)
Step 1b: Differentiation of importance of Cl assets (importance of supply function)
Step 2: Participatory criticality assessment
Step 2a: Definition of hazard scenario
Step 2b: Identification of dependencies (relevance of sub-system)
Step 2c: Identification of cascading effects (relevance of dependencies)
Step 3 (optional): Mapping of Cl and cascading effects
Step 3a: Localisation of Cl sites and their importance (Cl map)
Step 3b: Mapping of cascading effects
Step 4: Definition of protection goals
Step 5: Evaluation of results and selection of measures
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Step 0: Preparation

- Before the process starts, some preparation is needed:
Designate authority/responsible institution and person who is
willing to and has the mandate to guide the implementation of
the process.

Set up a list of relevant participants that need to be involved in
the process.

Make sure that sufficient resources are available in terms of
time, commitment, knowledge, finances.
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

The objective of step 1 is to identify the existing Cl assets in the city | )
or town, differentiate their importance and localise them. The results :

will be visualised in maps.

Step 1a: Identification of Cl assets at the local level (Cl inventory)

* Local stakeholders from administration, emergency
management, Cl operators etc. collect information about CI
assets in the city or town.

* Results will be documented in tables that also give information

about the location, the responsible operator, contact addresses
etc. The result is an inventory of the local CI.
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Step 1: Identification of critical infrastructures at the local level

Step 1b: Differentiation of importance of Cl assets (importance of
supply function)

In the next step the Cl assets that are in the Cl inventory will be
differentiated according to their importance, specifically if they are of
local, regional or national importance. The participants negotiate/
discuss and finally allocate the Cl assets to the following categories:

« Cl that is important for the local level/city
* Cl that is important for the Oblast
« Cl that is important for the national level
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Step 2: Participatory criticality assessment

Step 2a: Definition of hazard scenario
« Definition of a hazard/extreme event/

Vorstellung des Ausgangsszenarios

Es ist Dienstag. Der Himmel ist
leicht bewdlkt, es hat seit Tagen

4. Jull 2023, 9:13 Uhre & ‘i

Vorstellung des Ausgangsszenarios

4. Juli 2023, 9:34 Uhr
In der Stadtverwaltung

rimmits bei Feusrwehr

Crisis scenario

4. Juli 2023, 12:48 Uhr
Auch in den benachbarten Landkreisen
ist die Stromversorgung unterbrochen.
Es scheint sich um einen

Vorstellung des Ausgangsszenarios - fm,‘,} - STROMAUSFALL

Vorstellung des Ausgangsszenarios

4. Juli 2023, 16:27 Uhr
* Ausfall der Kommunikationsnetze (Telefon, Internet, Femsehen)

+ Ausfall aller Ampeln und Bel

+ Austall der Wasserversorgung
* Keine Bargeldabhebung oder EC-Kartenzahlung mehr maglich

* In den Supermarkten funktionieren die Kassen, Kihitruhen und
Eingangstaren nicht mehr

* Tankstellen konnen keinen Kraftstoff mehr verkaufen
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Step 2: Participatory criticality assessment

Step 2b: Identification of dependencies
(relevance of sub-system)
(see also next slide)

* In the next step the Cl assets in the city will be
assessed regarding the interdependencies with other
Cl assets.

- The participants negotiate/discuss along a
dependency matrix.

- They finally visualise in diagrams how CIl depend on
each other and how cascades of ClI failures look like.
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Step 2: Participatory criticality assessment

Step 2b: Identification of dependencies
(relevance of sub-system)

Dependency matrix: Complete and structured
matrix with identification of internal and external | i

3
11 |

dependencies between CI (services) as il ’lmu HE —

developed by Emergency Management British
Columbia (2016), see
https://www2.gov.bc.ca/gov/content/safety/eme
rgency-management/local-emergency-
programs/establishing-an-emergency-

program/assessment-analysis#ci
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Step 2: Participatory criticality assessment

Step 2c¢: ldentification of cascading effects
(relevance of dependencies)

(see also next slide)

Qualitative cascade diagrams: Visualise
dependencies in qualitative, participatory
approach
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Health (medical care)

What happens? Consequence 1 Consequence 2 Consequence 3

Step 2: Participatory criticality
assessment _
Closure of pharmacies (without Y Failure of the supply )
emergency power system = EPS) of medicines v P (.:ross-referen.;_e:w.a} = (h;fgiené

Step 2c: Identification of cascading ———— M

ff I f d d . | healthcare facltes (hospitals, | , airconditioning, lts,laboratory, | of the population } e e
ing and old people’s h digital patient files, lighting,
effects (relevance of dependencies) o e —— .
No evacuation

Limited functionality of

(see also next slide) Gl |, o, | e

(without EPS such as medical

i inadistii forth lati
neighbouring districts practices, medical care centres...) REERepRaten
p| Failure of technical devices Patients cared for/treated Halsean Care of transferred patients
of home care coma » at home Patients > i SRcaton ~y intemporary accommodation
" . [ [ and ventilation patients receive nofinadequate ITieseasary facilities
ascade diagram: Participatory D et s

identification and visualisation of JE el e

to be provided initially of outpatient care services State and administration

d e pe n d e n Cies i n Cascad e d i ag ra m S ’ Se e Failure/restricted functionality Eergency call only possible via .

Journey times are extended,
—p| when emergency services from
other areas have to move in

(Prompt) treatment

of communication networks central emergency -y o errergencies nothossible

e. g ] Sy S Ka p rOJ e Ct 'y Emergency ::I:.;ri;iE:bile + centres (located at local

fire brigades in the
no longer reachable municipalities)

Particularly critical D Further CI Efficient or effective
effects discussed in the cascade starting point
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Step 3 (optional): Mapping of Cl and cascading effects
Step 3a: Localisation of Cl sites and lines and their
importance (Cl map)

« ldentification of Cl assets (location of Cl sites and lines)
at the local level by localising them and visualising
them in maps.

* The maps provide an overview of where in the city
which infrastructures are located, to which CI sector
they belong and what significance they have.

gl '\.\'Jt\- g

O
local  regional na | significance  rails roads

v |
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Step 3 (optional): Mapping of Cl and cascading effects
Step 3b: Mapping of cascading effects
* In contrast to step 3a the aim of step 3b is to map cascading effects.

- Building on the previous steps, a spatial analysis is carried out to assess the event’'s
impacts, using data from the involved stakeholders and, if needed, a geographic
information system (GIS).

« The findings are then explored further through interviews with Cl operators to identify
key points within the failure cascades (i.e., areas with high cascade potential) and
determine their spatial location.

« The outcomes of this spatial analysis are presented in map format, offering a clearer
understanding of spatial vulnerabilities and their potential consequences.
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Step 4: Definition of protection goals s
Step 4a: Definition of protection goals
- Strategic protection goal for the respective Cl sector as a whole

«  Overarching systemic protection goals for interrupting cascade chains:

Green marking: Cascading effects that are prevented by achieving the A
overarching systemically effective protection goal -

Red marking: Cascading effects that cannot be prevented, i.e. further
measures required

Step 4b: Actual-target comparison
- Actual-target comparison to determine the extent to which the desired target state deviates from
the determined actual state
«  Aim: visualise existing solution approaches of different stakeholders and to identify gaps in the
desired handling of cascading effects
RER | Dortmund, 23.09.2026
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Key points of a “Manual/method paper for criticality and
interdependency assessment of Cl at the local level”

Step 5: Evaluation of results and
selection of measures

Evaluation of results along cascade

diagrams:

« The aim of the security solutions is to
interrupt the failure cascades of critical
infrastructures as early as possible.

»  Coloured dots mark the points at which
the security solutions are applied.
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